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Abstract. The presented research explores the expectations of young employees to leadership and
reveals their attitude towards leaders in organizations. The study elaborates on leadership styles,
traits, and behaviors the new generation anticipates from the leaders. Additionally, the research
analyzes the similarities and differences of male and female leaders in young workers' views. The
research was based on a quantitative approach, and a survey method was used to gather primary data
in Georgia. The study results emphasize the preferences of young employees towards leaders, which
can be used by organizations to develop leadership styles accordingly, and attract and retain
employees as a consequence.

Keywords. Leadership, Employee, Job satisfaction, Male leaders, Female leaders, Georgia.

Introduction. Leadership is a widely discussed topic in theory and practice. Effective leaders
contribute to organizational success and financial performance. Leaders are influencing employee
wellbeing and job satisfaction, which in turn positively stimulate labor productivity.

Research on leadership in Georgia does not yet paint a clear picture of the leaders' skills, traits,
behaviors as well as gender differences the young generation of employees prefers. This study has
been carried out to examine the expectations and attitudes of young employees to leadership in
organizations in Georgia. This paper elaborates on leadership differences in male and female leaders
in young workers' views and analyzes the skills and behaviors successful leaders must possess.

In this research, two general research questions are considered. Firstly, what expectations have
the new generation who is entering the job market towards leaders and organizational leadership? To
address this question, we studied the traits, skills, and behaviors a leader is expected to have. Second,
do the young employees consider the difference in gender of a leader? To address this question, we
consider whether they prefer male or female leaders in their organizations.

In the next sections, the theoretical background is presented with a review of the relevant
literature. Then, research methods are explained and study results are provided, following the
discussion and conclusions. Finally, future studies in this field are also discussed.

Literature Review. Leadership is still an extensively debated topic with various definitions,
approaches, views, and methods (Leitdo et al., 2021), as it has direct and indirect results to
organizations and employees.

Traditionally, a leadership description centers behaviors and traits of leaders (Donkor &
Sekyere, 2020). Bendell and Little (2015) define Leadership as a behavior to help people to achieve
something significant, and the act of leadership involves an assumption about values and change
theories. Individual traits, situational factors, and behavioral factors are equally important for a leader
(Forster & Duchek, 2017).

The researchers confirm that leadership behavior and skills determine the trust of followers,
and leadership depends on characteristics of a leader such as honesty, courage, commitment, and
integrity (Chankova & Vasilev, 2020).

Furthermore, scholars argue that leadership styles influence organizational -citizenship
behavior, and while democratic leaders stimulate organizational citizenship behavior, autocratic
leadership with its task-oriented nature cannot contribute to it (Malik et al., 2016).

The previous research has found out the relationship between innovation and performance,
and that enhanced innovation increases performance (Leitao et al., 2021).
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Given that leaders support employees and create favorable conditions, they promote
innovation in organizations by developing human capital (Leitdo et al., 2021). Especially,
transformational leaders contribute to innovativeness, as they are flexible, open-minded, with strategic
thinking, they motivate people and explore new ideas, which results in improved team performance
and business profit (Leitdo et al., 2021). The studies confirm that a leader’s engagement in
transformational behavior decreases employee stress and burnout (Diebig et al., 2017).

Moreover, leaders have an effect on the reputation and trust of a firm, which in turn affects the
recruitment effectiveness, job satisfaction of employees, organizational commitment, and financial
performance of an organization (Sajfert et al., 2017).

Provided that leadership impacts a corporate culture that as a result influences a firm’s
performance, leaders with the appropriate style and behavior can shape organizations’ success (Kusdi,
2020). Leaders ensure that employees or team members have the same values, views, and
perspectives, which induces corporate performance (Kusdi, 2020).

Leaders need social skills to interact with group members, to deal with people with
responsibility (Galli, 2021). Communication composed of listening and speaking is one of the
essential elements of leadership (Galli, 2021). Leaders devote their working hours to with interacting
their teams through new communication technologies (Galli, 2021). But employees prefer face-to-face
communication to the Internet tools or mobile phones (Kulshreshtha & Sharma, 2021).

Despite the favorable culture of men leaders and barriers, female leaders are rising in many
countries, and organizations, as they are more collaborative, participative, and democratic in their
leadership styles (Eagly, 2020).

Research Methods. The research was based on a quantitative approach, and a survey method
was used to gather primary data in Georgia. The questionnaire included closed-ended questions such
as dichotomous questions, multiple-choice questions, and 5-point Likert rating scale questions. The
survey was conducted through the Internet. The questionnaire was distributed through Google Forms
to the young people aged 18-25 years old, who have jobs and are entering the job market as new
employees. In total, 84 young people participated in the survey. The results were analyzed through
descriptive statistics in MS Excel and SPSS.

Research Results. The research found out the qualities and characteristics young employees
expect from leaders (Figure 1). They prefer leaders who are ready to help (12%), and are agreeable
(11%). Besides, they consider leaders to be a good example (11%) and communicate effectively
(10%). Additionally, leaders should recognize the achievements of their employees (11%), create
corporate culture (10%), and represent organizational vision and objectives (10%). They also make
decisions (9%), set standards (8%), and achieve results (8%).

Fig. 1. What qualities and characteristics must a leader have in an organization? (Select all that apply).
Note: The respondents could choose several answers from Multi-select Multiple Choice Questions.
Multi-Select Multiple Choice Question, Does not add up to 100%
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Moreover, the vast majority of survey participants (n=71) believe that leaders should always
support employees during job performance (Figure 2). None of them assume that leaders do not help
workers, and only 12 of them think that leaders should sometimes assist employees.

Fig. 2. How often, do you think, an employee should get help from a leader during the work process?

The young employees respondent to the statements concerning their attitude towards male and
female leaders, their education, traits, effectiveness, and how they perceive themselves as leaders
(Figure 3). The respondents agree and strongly agree that a leader's sex does not play any role and
neither men nor women are better leaders. Instead, innate traits, leadership skills, and education are
most important for successful leaders. In addition, the respondents agree with the statements that they
are leaders by positions (n=34), or they are still leaders in their organizations despite their official
positions (n=29).

Fig. 3. Statements regarding Respondents Perception of Leaders
Please indicate how strongly you agree or disagree with all the following statements which apply to
you by selecting a number 1 - strongly disagree, 2 — disagree, 3- neutral, 4- agree and 5 -strongly
agree. N=84

The young employees consider that female leaders can be successful if they have appropriate
power and relevant positions in their organizations since they need support from the management
(Figure 4). Besides, women leaders should possess leadership skills and characteristics, but also proper
education. The respondents disagree with the statement that a woman cannot be a good leader, and
disagree or strongly disagree with the statement that a woman doesn't need to be a leader.
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Fig. 4. Statements Regarding Female Leaders (n=84)
Please indicate how much you agree or disagree with the following statements

The survey was also interested in the reflection of the young employees concerning male leaders
(Figure 5). The vast majority of the respondents disagree that all men are leaders (n=55) and that men do
not need to learn leadership (n=54). On the contrary, they disagree that the strong point of a man is to be a
leader (n=43), and that men have more chances to become leaders (n=42). The young employees do not
believe that society recognizes only men as leaders in Georgia (strongly disagree n=14, and disagree n=26).
However, 24 of them agree and 8 strongly agree that culture helps men to be leaders.

Fig. 5. Statements Regarding Male Leaders (n=54)

Conclusions. The study results emphasize the preferences of young employees towards
leaders, which can be used by organizations to develop leadership styles accordingly, and attract and
retain employees as a consequence. The conducted research has revealed that young people prefer
supportive leaders that are ready to help when employees perform their jobs. Besides, the young
employees entering the job market consider leaders' skills and behavior as important and believe that
men and women leaders can be equally successful.

Future causal research needs to be carried out to examine the leadership style and behavior of
male and female leaders in various organizations with larger samples of employees, which will be
analyzed through complex statistical tools.
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Abstract. The United States” Critical Infrastructure System (Cls) represents an umbrella concept
grouping all those resources that are essential for national economic, financial, and social system.
These critical infrastructures are vital and without them, or with any damages to them, would cripple
the nation, states, and/or local communities and tribes. Based on a systematic review approach
(methodology), this paper aims to review the United States’ Critical Infrastructure Protection System
(USCIPS) at tree aspects. In section one, the policy pillars of USCIPS are outlined based on studding
Presidential Policy Directive 21 (PPD-21) and National Infrastructure Protection Plan (NIPP).
Section two discusses the interdependent nature of the sixteen critical infrastructure sectors and
identified the further designation of life-line sectors. Final sector introduces USCIPS stakeholders,
collaboration and partnership across between the private sector and public sector stakeholders.
Keywords: US Critical Infrastructure; Critical Infrastructure Architecture; Critical Infrastructure
Policy; Critical Infrastructure Protection.

Introduction. In a modern variable security environment, there are growing concerns and
debates regarding CI concept and protection of these Cls, especially, how to effectively protect them
given their vital positions in social and economic developments. These concerns have been highlighted
with the increased emphasis on improved efficiency, performance and productivity, and this implies
that ClIs now rarely exist or function in isolation. Rather, they are becoming more tightly coupled into
a system of (inter)dependent infrastructures.

In this case the United States is no exception regardless of its economic or military or other
strength. The United States’ CI provides the essential services that underpin American society.
Proactive and coordinated efforts are necessary to strengthen and maintain secure, functioning, and
resilient critical infrastructure — including assets, networks, and systems — that are vital to public
confidence and the Nation's safety, prosperity, and well-being.

Critical Infrastructure Policy.

Since mid-1990s, by issuing the Executive Order (EO) 13010 CI Protection, the US
government has begun to formalise efforts to develop a comprehensive national policy for CI.
Mentioned order stated that “certain national infrastructures so vital that their incapacity or destruction
would have a debilitating impact on the defense or economic security of the United States [1].

Through 2007 the focus was on the identification and cataloging of the nation’s CI assets.
From 2007 to 2013 the focus turned to the identification and prioritisation of lifeline sectors and the
overall interdependency of the critical infrastructure system as a whole.

Today Presidential Policy Directive 21 (PPD-21), which supersedes Homeland Security
Presidential Directive 7 [2], establishes national policy on CI security and resilience. The directive
declares that: a) “The Nation's CI is diverse and complex. It includes distributed networks, varied
organisational structures and operating models (including multinational ownership), interdependent
functions and systems in both the physical space and cyberspace, and governance constructs that
involve multi-level authorities, responsibilities, and regulations. CI owners and operators are uniquely
positioned to manage risks to their individual operations and assets, and to determine effective
strategies to make them more secure and resilient”; b) CI must be secure and able to withstand and
rapidly recover from all hazards. Achieving this will require integration with the national preparedness
system across prevention, protection, mitigation, response, and recovery” [3].
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The term "critical infrastructure" has the definition given to that term in section 1016(e) of the
USA PATRIOT Act of 2001 (42 U.S.C. 5195¢(e)) - the term ‘‘critical infrastructure’” means systems
and assets, whether physical or virtual, so vital to the United States that the incapacity or destruction
of such systems and assets would have a debilitating impact on security, national economic security,
national public health or safety, or any combination of those matters” [4].

NIPP provides the coordinated approach that is used to establish national priorities, goals, and
requirements for protecting and ensuring the continuity of CI and key resources (CIKR) protection so
that federal resources are applied in the most effective and efficient manner to reduce vulnerability,
deter threats, and minimize the consequences of attacks and other incidents. It establishes the
overarching concepts relevant to all CIKR sectors identified under the authority of Homeland Security
Presidential Directive 7, and addresses the physical, cyber, and human considerations required for
effective implementation of protective programs and resiliency strategies [5].

The NIPP specifies the key initiatives, milestones, and metrics required to achieve the
Nation’s CIKR protection mission. It sets forth a comprehensive risk management framework (Fig.1)
and clearly defined roles and responsibilities for the Department of Homeland Security, Federal
Sector-Specific Agencies (SSAs), and other Federal, State, local, tribal, territorial, and private sector
partners. The cornerstone of the NIPP is its risk management framework establishing the processes for
combining consequence, vulnerability, and threat information to produce a comprehensive, systematic,
and rational assessment of national or sector risk [6].

Fig. 1. Risk Management Framework

Critical Infrastructure Sectors

Each Critical Infrastructure Sector (CIS) is crucial to the economic prosperity and continuity
of the United States — a direct attack on or disruption of certain elements of CI could disrupt essential
functions at the national level and across multiple CIS.

Cybersecurity and Infrastructure Security screens 16 critical infrastructure sectors whose
assets, systems, and networks, whether physical or virtual, are considered so vital to the United States
that their incapacitation or destruction would have a debilitating effect on security, national economic
security, national public health or safety, or any combination thereof: 1. The Chemical Sector; 2. The
Commercial Facilities Sector; 3. The Communications Sector; 4. The Critical Manufacturing Sector;
5. The Dams Sector; 6. The Defense Industrial Base Sector; 7. The Emergency Services Sector; 8. The
U.S. energy infrastructure; 9. The Financial Services Sector; 10. The Food and Agriculture Sector; 11.
The Government Facilities Sector; 12. The Healthcare and Public Health Sector; 13. The Information
Technology Sector; 14. The Nuclear Reactors, Materials, and Waste Sector; 15. The Transportation
Systems Sector; 16. The Water and Wastewater Systems Sector [7].

The Chemical Sector is an integral component of the U.S. economy that manufactures, stores,
uses, and transports potentially dangerous chemicals upon which a wide range of other critical
infrastructure sectors rely. Securing these chemicals against growing and evolving threats requires
vigilance from both the private and public sector. Based on the end product produced, the sector can
be divided into five main segments, each of which has distinct characteristics, growth dynamics,
markets, new developments, and issues: Basic chemicals; Specialty chemicals; Agricultural chemicals;
Pharmaceuticals; Consumer products.

The Commercial Facilities Sector includes a diverse range of sites that draw large crowds of
people for shopping, business, entertainment, or lodging. The Commercial Facilities Sector consists of
eight subsectors: Entertainment and Media; Gaming; Lodging; Outdoor Events; Public Assembly;
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Real Estate; Retail; Sports Leagues. Facilities within the sector operate on the principle of open public
access, meaning that the general public can move freely without the deterrent of highly visible security
barriers. The majority of these facilities are privately owned and operated, with minimal interaction
with the federal government and other regulatory entities.

The Communications Sector as a component of the U.S. economy, underlies the operations of
all businesses, public safety organisations, and government. Presidential Policy Directive 21 identifies
the Communications Sector as critical because it provides an “enabling function™ across all critical
infrastructure sectors. This sector is closely linked to other sectors, including The Energy Sector;
The Information Technology Sector; The Financial Services Sector; The Emergency Services Sector;
The Transportation Systems Sector.

The Critical Manufacturing Sector focuses on the identification, assessment, prioritisation, and
protection of nationally significant manufacturing industries within the sector that may be susceptible to
manmade and natural disasters. Primary Metals Manufacturing Iron and Steel Mills and Ferro Alloy
Manufacturing Alumina and Aluminum Production and Processing Nonferrous Metal Production and
Processing Machinery Manufacturing Engine and Turbine Manufacturing Power Transmission Equipment
Manufacturing Earth Moving, Mining, Agricultural, and Construction Equipment Manufacturing Electrical
Equipment, Appliance, and Component Manufacturing Electric Motor Manufacturing Transformer
Manufacturing Generator Manufacturing Transportation Equipment Manufacturing Vehicles and
Commercial Ships Manufacturing Aerospace Products and Parts Manufacturing Locomotives, Railroad
and Transit Cars, and Rail Track Equipment Manufacturing Products made by these manufacturing
industries are essential to many other critical infrastructure sectors.

The Dams Sector delivers critical water retention and control services in the United States,
including hydroelectric power generation, municipal and industrial water supplies, agricultural
irrigation, sediment and flood control, river navigation for inland bulk shipping, industrial waste
management, and recreation. Its key services support multiple critical infrastructure sectors and
industries. Dams Sector assets irrigate at least 10 percent of U.S. cropland, help protect more than 43
percent of the U.S. population from flooding, and generate about 60 percent of electricity in the
Pacific Northwest. There are more than 90,000 dams in the United States — approximately 65 percent
are privately owned and approximately 80 percent are regulated by state dams safety offices. The
Dams Sector has interdependencies with a wide range of other sectors, including: Communications;
Energy, Food and Agriculture; Transportation Systems; Water.

The Defense Industrial Base Sector is the worldwide industrial complex that enables research
and development, as well as design, production, delivery, and maintenance of military weapons
systems, subsystems, and components or parts, to meet U.S. military requirements. The Defense
Industrial Base partnership consists of Department of Defense components, more than 100,000
Defense Industrial Base companies and their subcontractors who perform under contract to the
Department of Defense, companies providing incidental materials and services to the Department of
Defense, and government-owned/contractor-operated and government-owned/government-operated
facilities. The sector provides products and services that are essential to mobilize, deploy, and sustain
military operations. The Defense Industrial Base Sector does not include the commercial infrastructure
of providers of services such as power, communications, transportation, or utilities that the
Department of Defense uses to meet military operational requirements. These commercial
infrastructure assets are addressed by other Sector-Specific Agencies.

The Emergency Services Sector (ESS) is a community of millions of highly-skilled, trained
personnel, along with the physical and cyber resources that provide a wide range of prevention,
preparedness, response, and recovery services during both day-to-day operations and incident
response. The ESS includes geographically distributed facilities and equipment in both paid and
volunteer capacities organised primarily at the federal, state, local, tribal, and territorial levels of
government, such as city police departments and fire stations, county sheriff’s offices, Department of
Defense police and fire departments, and town public works departments. The ESS also includes
private sector resources, such as industrial fire departments, private security organisations, and private
emergency medical services providers. Five distinct disciplines compose the ESS, encompassing a
wide range of emergency response functions and roles. The ESS also provides specialised emergency
services through individual personnel and teams.
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The Energy Sector describes the infrastructure that provides energy resources underpinning all
sectors of critical infrastructure. Presidential Policy Directive 21 identifies the Energy Sector as
uniquely critical because it provides an “enabling function” across all critical infrastructure sectors.
More than 80 percent of the country's energy infrastructure is owned by the private sector, supplying
fuels to the transportation industry, electricity to households and businesses, and other sources of
energy that are integral to growth and production across the nation. The energy infrastructure is
divided into three interrelated segments: Electricity; Oil, and Natural gas.

The Financial Services Sector represents a vital component of nation's critical infrastructure.
Large-scale power outages, recent natural disasters, and an increase in the number and sophistication
of cyber attacks demonstrate the wide range of potential risks facing the sector. The Financial Services
Sector includes thousands of depository institutions, providers of investment products, insurance
companies, other credit and financing organisations, and the providers of the critical financial utilities
and services that support these functions. Financial institutions vary widely in size and presence,
ranging from some of the world’s largest global companies with thousands of employees and many
billions of dollars in assets, to community banks and credit unions with a small number of employees
serving individual communities.

The Food and Agriculture Sector is almost entirely under private ownership and is composed
of an estimated 2.1 million farms, 935,000 restaurants, and more than 200,000 registered food
manufacturing, processing, and storage facilities. This sector accounts for roughly one-fifth of the
nation's economic activity. The Food and Agriculture Sector has critical dependencies with many
sectors, but particularly with the following: Water and Wastewater Systems, for clean irrigation and
processed water; Transportation Systems, for movement of products and livestock; Energy, to power
the equipment needed for agriculture production and food processing; Chemical, for fertilizers and
pesticides used in the production of crops.

The Government Facilities Sector includes a wide variety of buildings, located in the United
States and overseas, that are owned or leased by federal, state, local, and tribal governments. In
addition to physical structures, the sector includes cyber elements that contribute to the protection of
sector assets (e.g., access control systems and closed-circuit television systems) as well as individuals
who perform essential functions or possess tactical, operational, or strategic knowledge.

The Healthcare and Public Health Sector protects all sectors of the economy from hazards such as
terrorism, infectious disease outbreaks, and natural disasters. Because the vast majority of the sector's assets
are privately owned and operated, collaboration and information sharing between the public and private
sectors is essential to increasing resilience of the nation's Healthcare and Public Health critical
infrastructure. Operating in all U.S. states, territories, and tribal areas, the sector plays a significant role in
response and recovery across all other sectors in the event of a natural or manmade disaster.

The Information Technology Sector is central to the nation's security, economy, and public
health and safety as businesses, governments, academia, and private citizens are increasingly
dependent upon Information Technology Sector functions. The sector's complex and dynamic
environment makes identifying threats and assessing vulnerabilities difficult and requires that these
tasks be addressed in a collaborative and creative fashion. Information Technology Sector functions
are operated by a combination of entities—often owners and operators and their respective
associations—that maintain and reconstitute the network, including the Internet. Although information
technology infrastructure has a certain level of inherent resilience, its interdependent and
interconnected structure presents challenges as well as opportunities for coordinating public and
private sector preparedness and protection activities.

The Nuclear Reactors, Materials, and Waste Sector includes nuclear power generation,
medical isotopes and nuclear and radiological research. It also oversees the movement of radiologic
cargo in coordination with the transportation sector.

The Transportation Systems Sector moves people and goods. It includes aviation, highway and
motorway, maritime, mass transit and passenger rail, pipeline systems, freight rail and postal and shipping.

The Water and Wastewater Systems Sector is responsible for the nation's clean water supply.
It also is critical in the management of sewage and wastewater treatment.

Critical Infrastructure Stakeholders. Presidential Policy Directive 21 (PPD-21) directive
refines and clarifies the critical infrastructure-related functions, roles, and responsibilities across the
Federal Government, as well as enhances overall coordination and collaboration.
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The Federal Government has a responsibility to strengthen the security and resilience of its
own critical infrastructure, for the continuity of national essential functions, and to organise itself to
partner effectively with and add value to the security and resilience efforts of critical infrastructure
owners and operators.

The Cybersecurity and Infrastructure Security Agency (CISA), which was established on
November 16, 2018 when President Donald Trump signed into law the Cybersecurity and
Infrastructure Security Agency Act of 2018,is a standalone United States federal agency, an
operational component under Department of Homeland Security oversight [8]. Its activities are a
continuation of the National Protection and Programs Directorate (NPPD). CISA leads the nation’s
effort to understand and manage cyber and physical risk to the USA critical infrastructure - CISA is
the Nation’s risk advisor, working with partners to defend against today’s threats and collaborating to
build more secure and resilient infrastructure for the future.

CISA subcomponents include the: Cybersecurity Division; Infrastructure Security Division;
Emergency Communications Division; National Risk Management Center; Integrated Operations
Division; Stakeholder; ngagement Division; National Emergency Technology Guard (inactive, but can
be activated by the director of CISA) [9].

As the nation’s risk advisor, CISA mission is to ensure the security and resiliency of CI.
However, in today’s digitizing world, as organisations are increasingly integrating cyber systems into
their operations, they are also facing more diverse, sophisticated threats — cyber, physical,
technological, or natural — that may have cross-sector impacts. The evolving risk landscape
necessitates an evolved response.

Housed with CISA, the National Risk Management Center (NRMC) helps fulfill the Agency’s
risk advisor role by leveraging sector and stakeholder expertise to identify the most significant risks to
the nation, and to coordinate risk reduction activities to ensure critical infrastructure is secure and
resilient both now and into the future. NRMC brings the private sector, government agencies, and
other key stakeholders together to identify, analyse, prioritise, and manage the most significant risks to
critical infrastructure.

The NRMC’s dynamic, cross-sector risk management process transforms private-public
engagement into collective action by defragmenting how the government and industry develop response
and security plans, risk-reduction activities, and share information. The interconnectedness of the sectors
and sophistication of threats and hazards means that the consequences of an attack or imminent threat do
not impact only one sector. The NRMC creates an environment where government and industry can
collaborate and share expertise to enhance critical infrastructure resiliency within and across sectors.

Separating CI into 16 sectors facilitates the assignment of sectoral responsibilities within
government and to private industry stakeholders. Presidential Policy Directive 21 (PPD 21) articulates
the primary responsibilities of the US Federal Government’s role in strengthening the security and
resilience of US Critical Infrastructure against physical and cyber threats. PPD 21 emphasizes the need
for partnership with private sector and international stakeholders and recognises the interdependent
nature of the critical infrastructure system as a whole. The federal government facilitates regulatory
compliance through regular communication, inspection programs, licensing requirements and financial
penalties for non-compliance.

SSAs (Tab.1) are identified to provide a lead resource for the organisation of multi-agency and
stakeholder efforts to secure key sector assets. SSAs in coordination with the Secretary of Homeland
Security prioritise critical infrastructure based on threat and vulnerability analysis, collaborate with
sector specific critical infrastructure owners and operators, carry out incident management, provide
technical support and assistance and help mitigate incidents. SSAs are also responsible for regular
reporting to the Department of Homeland Security the overall state of preparedness within their
assigned sectors and to identify areas of concern. SSA are charged with considering Critical
Infrastructure Protection from and “All-Hazards” approach that includes natural disasters, industrial
accidents, acts of terror, pandemics, cyber incidents, sabotage, and destructive criminal activities that
target critical infrastructure [10].
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Table 1. Sector-Specific Agencies

Critical Infrastructure sectors

Sector-Specific Agencies

The Chemical Sector

The Department of Homeland Security

The Commercial Facilities Sector

The Department of Homeland Security

The Communications Sector

The Department of Homeland Security

The Critical Manufacturing Sector

The Department of Homeland Security

The Dams Sector

The Department of Homeland Security

The Defense Industrial Base Sector

The U.S. Department of Defense

The Emergency Services Sector (ESS)

The Department of Homeland Security

The U.S. Energy Infrastructure

The Department of Energy

The Financial Services Sector

The Department of the Treasury

The Food and Agriculture Sector

The Department of Agriculture

The Government Facilities Sector

The Department of Homeland Security and the
General Services Administration

The Healthcare and Public Health Sector

The Department of Health and Human Services

The Nuclear Reactors, Materials, and Waste
Sector

The Department of Homeland Security

The Information Technology Sector

The Department of Homeland Security

The Transportation Systems Sector

The Department of Homeland Security and the
Department of Transportation

The Water and Wastewater Systems Sector

The Environmental Protection Agency

The critical infrastructure protection is a shared responsibility between private sector owners
and governmental agencies at the Federal, State, Local, Tribal and territorial levels (Fig. 2). The
United States Government Accountability Office estimates that 85 % of the nation’s critical

infrastructure is owned by the private sector [10].

Fig. 2. The United States’ Plan’s Approach to Building and Sustaining Unity of Effort [11]

Conclusions. As study shows CIPP continues to be a high priority and yet a persistent
challenge to the United States. CIPP must continue to evolve to meet the dynamic nature of
maturing societies, the changing needs of its people and the development of new and yet to be
seen technologies to ensure a resilient and reliable CI architecture.
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Abstract. The issue of interaction of the non-governmental sector with state and local authorities
always remains relevant, primarily due to changes in the dynamics and trends of this process. Today
in Ukraine there is a wide range of interaction tools that can be used by both civil society
organizations and individual citizens to communicate with the authorities. However, a characteristic
feature of the non-governmental sector is not only the requirement of accountability on the part of the
state, but also participation in the formation of a political course and roadmap in a given area. In this
study, we analyzed how the third sector currently uses legally regulated methods of communication
with the authorities to participate in policy-making and change.

Keywords: non-governmental sector, policy, executive agencies, advocacy activities, policymakers

Beryn. Ha cporonmni HeypsimoBuili cekTop YKpaiHM MOXKHAa BH3HAYMTH SIK C(OPMOBAHHHA
CYCIITFHO-TIONITHYHUHN 1HCTUTYT. AKTHBHE MepexXyBaHHS Ta po30yaoBa koamimiid HYO, y Tomy dnci
H MDKAEp)KaBHHX Ta MDKPETIOHAIBHUX MAapTHEPCTB, B OCTaHHI POKH CHTHaIi3ye mpo (GopMyBaHHS
CEKTOPY Y HLUIICHICTh. 301bIICHHS 1HIMIATHB, SKI MPOIYKYIOTHCS Ta MATPUMYIOThCs cotozamMu HYO
Takok Habwpae macmTabiB. Llimi AiTBHOCTI CEKTOpPY 3MIIIYIOThCS BiJ PO3B’SI3aHHS JIOKaTbHUX
CYCHTBHUX TpobieM 10 pedopMyBaHHS MUTUX Taldy3ed KUTTEMIsTIBHOCTI. Taki iHANKATOpH HAr0Th
3MOT'Y PO3MJISJaTH (PYHKIII HEypSIOBOrO CEKTOPY Ta BiJIOBIJHO MPU3HAYCHHS HOTO JiSIIBHOCTI Mij
IHIIUM KyTOM 30pY, J€ OCHOBHOIO XapakTEPHCTUKOIO pe3yiabTaTUBHOCTI podotd HYO BuzHaunTH
Oe3nocepeTHBO BILTUB Ha (hOpMyBaHHS MTOJIITHKH.

Jns miATBEpUKEHHS TAaKOro MPUIYLICHHS AOCHiIKeHHS moTpedye HUKI (OpMYyBaHHS
MOJIITHKH Ta 3aIy4eHICTh J0 IBOTO MPOIEeCy CyYacHUX YKPaTHCHKHUX HEYPSIOBHUX OpraHi3aliil.

MeTto10 cTATTi € BH3HAYEHHS POJI HEYPSIIOBOTO CEKTOpPY y (opMyBaHHI TOJNITHK Ha
Cy4yacHOMY eTami pO3BUTKY KpaiHM Ta MigTBEPIKCHHS 3MiHM aKIEHTIB Yy (YHKIIOHATBHOMY
MpU3HAYEHHI CEKTOPY.

Metoau nocaimkenHs. B mporeci nociipkeHHs] BUKOPUCTANIH JIOTiKO-CEMAHTUYHUNA METO]I
JUTSL O3HAUEHHS TMOHSTTEBOTO amapaTy i pO3BeNEHHS BHKOPHCTOBYBAHHMX TEPMIiHIB Yy JIOCIHIKCHHI.
MeTON-KOHTEHT aHajli3y 3acTOCYBalM I Yac aHali3y BIJKPUTHUX JaHUX Ta CTATUCTHYHOL 1
iH(popMallii, sika 3HAXOAUTHCS Y BIAKPUTOMY AOCTYyMi. MeTo/ HOpMAaTHBHOTO aHaJli3y 3aCTOCYBAJH i
yac BHBUYEHHS 3aKOHOAABYMX MOXKJIMBOCTEH Ta OOMEKEHb 1010 IPEAMETA TOCTIIKESHHS.

PesyabTaTu. TpagumiiiHo B CyCITiIBCTBI MOOYTY€e JTyMKa, 110 TUTAHHS (OPMYBAHHS ITOJITHK
e € 6e3nocepenHs QYHKIIS OpraHiB Biaad. SIKIIO MOMISIHYTH Ha MUTAHHS LI BY)XKYe, BAAIOYHCH JIO
aHami3y MOBHOBaXCHb OPTaHiB BJIAIH, TO 30KpeMa (OPMYBAHHS Ta peami3allisl MONITHKH y TEeBHii
raiy3i BiIBOJUTHCS IIEHTPAIbHOMY BHKOHABYOMY OpTraHy BIaaM (dYacTimie 3a Bce 1e € MiHicTepcTBO)
[1]. 3 pedopmyBanHsIM cdepu Jep:KaBHOTO YIPAaBIiHHS, siKa Ha ChOTOJHI TepeOyBae B mporieci
peaurtizaiiii, CIiye, Mo 3MiHATHCS 1 caMa CTPYKTypa MiHicTepcTB. Bcei MiHicTepcTBa OyAyBaTUMYThCS
332 OJHAKOBUM IPUHIMIIOM — CTBOPIOIOYH y CBOEMY CKJIJi AUPEKTOPATH, MK SKHUMHU PO3MOALISATHCS
3aj7a4ui MiHicTepcTBa. METOI0 Takoro JuQepeHIiloBaHHs Ta CTPYKTYpH3allii € sKpa3 TakKu HaMmaraHHs
MEPETBOPUTH MIHICTEPCTBA y TOBHOI[IHHI IEHTPU BHUPOOJICHHS Ta peaiizallii MOJITHKH, TaK 3BaHi
«nepxaBHi (hadpuku TyMox» [2].

Tak, Ha CbHOTOJHI OOOB’S3KOBHM CTPYKTYPHHM €JIEMEHTOM MIHICTEPCTB CTaB JUPEKTOpaT
(bopMyBaHHS TOJIITHKH Ta CTPATETIYHOTO IU1aHyBaHHs [3]. BiamoBinHo, OUiKyeThes, IO TaKKKA MiaXid 10
oprasizarii poOOTH ITiIBUIIHTS SIKICTh PIllIeHb, SKi BUPOOISIOTHCA MiHICTEPCTBAMH, a TAKOXK ITOBEPHE Ha
NOPAIOK ICHHUH BUKOHAHHS OnHi€l i3 mpoBinaux ¢ynkuit LIOBB, a came popmyBanHs momiTUK.

BriMm, choromHi 00roBOpeHHs MUTaHHs (POPMYBaHHS MOJIITHK € JIOCTATHLO MOIYJISIPHAM Cepejl
PI3HUX Tpyl CTEHKXOJAEpiB: AepKaBH, HAYKOBUX YCTAHOB, HEYPSAOBOTO CEKTOPY TOLIO. 30Kpema,
NUTaHHS y4acTi Pi3HUX 3aliKaBJIEHUX CTOPIH Yy NPOAYKYBaHHI Ta BIIPOBAKCHHI IMOJITHK. AOH
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BCTAaHOBHUTH, HACKUIBKM 3aJiSHU B JaHOMY TIpoOlLleCi HEYpSOOBHH CEKTOpP Ta HACKIJIBKH Taka
IiSUTBHICTD BIMIOBiAa€ TPUPOAI HOTO MiSUTBHOCTI, MAaEMO 3BEPHYTHUCH JO CYTHOCTI BH3HAYCHHS
«(hopmyBaHHS TONITHKW». | Tepm 3a Bce BapTO BU3HAYMTH KOHTEKCT AOCTDKeHHA. [lmyranmHa Ta
miIMiHA TIOHATH Yy cdepi JOCHiPKEHHS «IOJITHK» B HAILIOMY CYCIIJILCTBI 00yMOBIIEHA BiICYTHICTIO
Bapialiil mepekiamy camoro MOHSTTS HIOJITHKa». 3BEPTAIOYNCH J0 MOBH OPHUTiHATY, MOJITHKA Ma€
TP OCHOBOIOJIOKHHX TJIYMaueHHS, KOKHE 3 SKHX ONKHCYe Ta BH3HAYae pi3Hi sBuma. s
YKpaTHCBKUX peajiii Takow BiJMIHHICTIO € JIUIIC KOHTEKCT, HE JIUBHO, II0 OCTAaHHIM 4YacoM cepej
JOCHITHUKIB Ta HEYpPSAOBLIB MOMYJISPHOCTI HaOWpae BHUKOPUCTAHHS JaHUX TEPMiHIB MOBOIO
opuriHamy, abu HaiOUIBII BIIyIHO OMUCATH AYMKY.

Tox, g yac JOCITimKEHHs AISUTHHOCTI OpraHiB BIAAN Ta HEYPSJOBOTO CEKTOPY, MH 3yCTPidaeMo
Ta OMNEPYeEMO HaiyacTilie ABOMa MOHATTAMM: politics, policy, KoxHe 13 SKHX YKpaiHCBKOIO
TIePEeKIIAIAEThCS SIK «IIOJITHKAY. BTiM, B OpHriHami yci Tpu TepMiHM 03HAYAIOTh Pi3Hi ()eHOMEHH.

politics — BUKOPHUCTOBYETHCS IJIsI O3HAUEHHS MPAKTUYHUX MTONITUIHAX il [4].

policy — mporpama, Kypc Aiid. Y 3HaueHHi «public policy» - mnan/kype aiii ypsny [5].

Tak, po3risagarouu NisUIBHICTH MIHICTEPCTB, MH 3BEPTAEMOCH TEpenyciM a0 (QOopMyBaHHS
policy. 3Bimcu moxomuTh i TepMiH «policymaker» — Tol, XTo Bu3Havae, GopMye MOMTHKY (Kypc Ta
iaH Aid) y meBHi ramysi. ToOTo mnst gopMyBaHHS Aep)KaBHOI TMONITHKKM TakuM «policymaker»
BUCTyNa€e mpoQilbHE MiHICTEPCTBO, OCKIIBKH ()OPMYBaHHs IJIaHy Jii B raiy3i Ta Horo peasnizaris
onvH 3 00OB’SI3KIB MiHICTEpCTB. BTiMm, po3risgaroun mporec (GopMyBaHHS TMONITUKH «IIHKID», Je-
¢akTo, MOXHA BIIMITHTH B HbOMY Yy4acTh KUTBKOX CTEHKXOyepiB, y Tomy uuchi 1 HYO. To6To
JIOJTY4Yar04KCh JIO MPOIECY PO3POOKH MOJIITUKY Ta IIaHy Horo peanisaiii, HYO nmpumipstors Ha cebe
poxs «policymakers» TOIO MipoIo, SIKOFO JI0 TAKOTO TPOIIECY TOMyJarOThCS.

3aK0HOAABUO, HA CHOTOAHI, B YKpaiHi 3akpilieHa MOXJIMBICTh HEYPAIOBOTO CEKTOPY
JOTy4aTuCh 10 popMyBaHHs Ta peanizaiii AepkaBHOI MOMITHKH. [HCTpyMEHTIB Takoi ydacTi Hapasi y
HOPMATHUBHIH IUIOMMHI MOJKHA OKPECIHUTH BEIUKY KUTBKICTh, OCHOBHUMH cepe/l SIKUX € 4: rpoMaichKka
eKCIIepTH3a; KOHCYIBTAIll 3 TPOMAJCHKICTIO, KOHCYJIBTATUBHO J0paayi opranu (y T.4. — TPOMaJICHKi
panm); TpOMaJCHKi CITyXaHHS.

[IpoTe, mpakTUYHUI CHEKTP IHCTPYMEHTIB, SIKi BUKOPHUCTOBYIOTHCSI OpraHizallisiMd 3 METOIO
BIUIMBY Ha (pOpMyBaHHS TOJITHKU AEMIO BiAPi3HAETHCS. Takux BHUCHOBKIB JIO3BOJSE MIWTH aHAII3
KOMYHIKAIlii MDK OpraHamMil BIaJAH Ta OpraHi3alisiMd TPOMAISHCEKOTO CYCHiIbCTBA. BinTak,
JOCHI/DKYIOUN pe3ylIbTATUBHICTh BCTAHOBIICHUX Ta BPETYJLOBaHUX crocobiB yuacti HYO y mporeci
MPUAHATTS PpillleHb, MH BCTAHOBWJIM, IO 32 pIK MIHICTEpPCTBA TPOBENH  ONWU3BKO THUCYI
KOMYHIKAI[IHHAX 1HTEPBEHIIIi, HATIPABJICHUX Ha 0OTOBOPEHHS MOJITHK, PIllIeHb, IPOTIO3HUIIIH.

Tabmums 1. 3axoau KOHCYIBTAIN 3 TPOMAJICHKICTIO, ipoBeaeHi y 2020 porri.

T'pow. Kpyrai | I'pomaaceki | Eaexrponni

Opran Pagu ii | Kondepenuii | 3ycrpiui Py poMai POHHL

KJI0 CTOJIH CIYXaHHSl | KOHCYJbTaLil
MinictepcTBa 70 39 250 16 32 642
Iami IJOBB 66 31 149 27 18 245
OJA 175 66 283 55 72 618
Bcworo 311 136 682 98 122 1505

3ibpano asmopom Ha ocrosi ingpopmayii, Hasedernoi' y 3gimax [6], [7], [8],[9].

Brim, iadopmamis, po3mimieHa y BiAKpUTOMY IOCTYII JJIs OpTaHi3amiid TpoMaasiHCHKOTO
CYCIIIJILCTBA Ta HACEJICHHS MIOJI0 PE3YJIbTATIB TaKOi CHIiBIpalli He JO3BOJISE 3pOOUTH BUCHOBKIB OO
il e(heKTHBHOCTi, OCKUIbKM MICTUTh B OLIBLIOCTI BUMNAJAKIB BHUKJIKOYHO CTATHCTUYHI JaHI 100
KUTBKOCTI 3aXOJ[iB Ta ydYacHHMKiB. HaTomicTb ais aHamizy 3MICTy KOMYHIKallii Ta pe3yJibTaTiB
3anydeHHss HYO no po0Gotu MiHiCTEpPCTB yepe3 HOPMATHUBHI MEXaHI3MH B3a€EMOJIi MU JOCIIIWIN
odimiiiHi BeOCAWTH MIHICTEPCTB B YaCTHHI B3a€EMOMAIl 3 TPOMAJICHKICTIO Ha MPEAMET IMOBHOTH
iHpopMalLlii Tpo TPOBEJEHHS 3aXOJiB Ta 3BITYBaHHS 3a iX pe3yibTaramu. Tak, i3 Tpo3BITOBaHOI
KUTBKOCTI TPOBEIEHUX KOHCYJBTAIlill 3 TPOMAJCHKICTIO BIANOCH miaTBepauTu 60% BHUIAAKiB. 3 HUX
JUIIe Y2 MaroTh 3BEICHI Pe3yIbTaTH KOHCYIbTAIIN Ta JO3BOJSIOTH O3HAWOMHUTHCH 13 HUMH.

Binrak, MOKHa TOBOPUTH INMPO O3HAKM (OPMAJIBHOCTI Y BHUKOPUCTAHHI OpraHamy BIaau
MEXaHi3My B3a€EMOJII 13 TPOMAJCBHKICTIO 3a/Jisi BHPOOJICHHS Ta Y3TOJDKCHHS MOMITHKH. HaTtomicTh
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ICHY€ ¥ 1HIINI acMeKT TaKol B3aEMOJIT — IIe 3aIliKaBJICHICTh CAMOTO CEKTOPY Y CHiIbHIM poOoTi. Tak,
i3 4 IHCTpYMEHTIB TPOMAJCHKOI yd9acTi, SIKIi MU PO3TIISHYIH, «TPOMaJChKa EKCIepTH3a» OAWH i3
HAWOUTBII TTOKa30BUX MPUKIAMIIB, OCKUIBKM I IHCTPYMEHT Tmependadac iHIIIaTUBY TPETHOTO
CEKTOpY, a BKE MOTiM 3axonu 3 Ooky nepxaBu. [IpoTe, pe3yibpTaTH aHajily MOKa3aid, IO
BUKOPHCTAaHHS TakKoro crocoOy 3amydeHHs He monyispHe cepen HYO. 3 19 mocmimkennx
MiHICTepCTB, OLIBIIICT Majla BChOro o 1-2 mperneneHTtam iHimifoBaHHs 3 6oky HYO mposemenHs
TrpOMaJCHKOi eKCIIepTU3H, BTiM mpoTsiroM 2020 poky Taki iHiliaTuBH 3adikcoBaHi JHIIe ABiYi.

Tabmuus 2. KomyHikaniiiHa BiIKpUTICTh OpraHiB BIau

I'pomanceka pana I'pomaacbka
.. Koncyabramii (k- POMAIEbKA pat poMat .
MiHnicTepcTBo CTb 3BiTiB) (Kk-cTh 3aciiaHb HA ekcneprusa (pik
piK) OCTAHHBOI0 3AMUTY)
.. . . iHpOopMalis He
MinicrepctBo (iHaHCIB bopwmar 2 2017
MIOBHA

MinicTepcTBO KyIbTypH Ta iHGOpManiiHOi | iHpoOpMamis HE | . . . .

. iH(opmanis BincyTHs | iH(MOpMAaIis BiACYTHA
MOJTITUKH MOBHA (bopmauix sincy (bopmauix Bincy
MiHiCTepCTBO 3 MUTaHb CTPATETIUHUX . L . .

N . 1 iHdopmanis BiacyTHs | iH(MOpMaLis BiACYTHS
raiy3eil IpOMHUCIIOBOCTI
MiHicTepcTBO arpapHOl MOJIITHKH Ta
MIPOIOBOILCTBA/ MiHICTEPCTBO PO3BHUTK iH(pOpMaIis . .
POJIOBE S p p y (b pMarl iHdopMaris BiACYTHS 2019
€KOHOMIKH, TOPIiBIIi Ta CIIbCHKOTO BiZICyTHS
roCIo1apcTBa
.. iHpOpMaIis He
MiHiCTEpPCTBO EHEPTETUKU bopma 2 2018
MOBHA
MinicTepcTBO 3 MMTaHb PeiHTETpamii iHpOopMaris He .
p p pall bopma B IIPOLIECI CTBOPEHHS 2018
TUMYacOBO OKYIIOBaHHX TEPUTOPIH MOBHA
MiHicTepcTBO MOJIOJI Ta CIIOPTY 22 1 2018
MinicrepctBo mupoBoi TpaHchopMariii 10 5 -
.. . iH(pOpMaIis
MiHicTepcTBO BHYTPILIHIX CIIpaB (1) pMall 4 2018
BIZICYTHS
MiHicTepCTBO 3aXUCTY JOBKUIIA Ta 4 1 2018
MIPUPOIHUX PECYPCIB
MiHiCTepCTBO 3aKOPIOHHKX CIPaB 1 3 2019
.. . iH(popMalis He . .
MinicTepcTBO iHPpacTPyKTypH ¢ EOBHI; 2 iH(opMmanis BiACYTHA
. iH(pOpMaIis
MinictepcTBO 000pOHH (1) pMatl 2 2018
BiZICyTHS
MiHicTepcTBO OCBITH 1 HAYKH 137 6 2018
.. iHpopmaris He |, L
MiHicTepcTBO OXOPOHH 3I0POB'S b rI[)OBHL; iHpOopMais BiACYTHA 2019
MiHicTepcTBO PO3BUTKY IPOMaJ Ta iHdopmaris He ) 2019
TEPUTOPIH MTOBHA
. . . . iHpOpMaIisa He
MiHicTepcTBO COLIANBHOI MOMITUKH hopman 8 2020
MOBHA
.. . iHdopmaris He
MiHICTEPCTBO Y CIIPaBaxX BETEPAHIB (bopmar 2 2020
TIOBHA
.. iHdopmaris He . L
MiHicTepcTBO IOCTHIIIT b rI[)OBHI; 3 iH(opManis BiACyTHS

*«ingpopmayis siocymusy - Ha opiyitinomy eebcaiumi opeany 8i0CymHill 6I0ROGIOHUIL IHBOPMAYTUHULL
niopo3oin/inghopmayitinuii - niopo30in  nycmutl/inpopmayivinui - niopo30in  Micmums  GUKIIOYHO
iHGhopMayiio npo npaesosi 3acaou NPOEeOeHHs.

Tox, gocnimKyoun TpaguuiiHi iHncTpymenTH BBy HYO Ha ¢opMyBaHHS NOMITUK YpsLy,
Bi3HAUWJIM, IO iX 3aCTOCYBaHHS HE MOMYJSpHE cepell OpraHisaliid, BOJHOYAC OpraHW BJagu
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3BITYIOTBCSl MPO TaKi aKTHBHOCTI, 1HKOJHM (OpPMaNbHO MPOBEACHI, ajlie HEe arperyloTh iHpopMaliio
IIOZI0 PE3yNBTATHBHOCTI Takoi cmiBmparli. HaToMicTh AisUTBHICTH CEKTOPY y HampsMKy (OpMyBaHHS
MOJIITUKA B THUX YW IHIOUX Taldy3siX HE 3yNMHHAETHCS, TPO IO CBIAYUTH 30UMBIIEHHS KUTHKOCTI
MPOEKTIB, sIKi peami3yroTbesi cminmbHO HYO T1a opranamm Bnamu. OmHUM 13 TakuX MPUKIANiB €
iHiniaTuBa M® BinpomkeHHs, sKa mITPUMY€ CIUTbHI JOCTITHAIIBKI TPOEKTH 11 mapTHepcTB HY O —
OpraHy Biaad. [HIIMI acTieKT 1 HapOIIyBaHHS aJBOKAIIfHOTO MOTEHIliaTy HEYypsIOBOTO CEKTOpPY Ta
TIOLIMPEHHST TPAaKTHKH «KaOiHEeTHOI aJBOKalii», SKa I03BOJsIE OpraHizalisiM OpaTH yd4acTb Yy
(hopMyBaHHI MOPSAAKY JEHHOTO Ta PO3poOLi MOJITHK, BUKOPUCTOBYIOUHM INPH LBOMY HETPaaMLIiiHI
(dhopMH cITiBHpaIli i3 Iep>kaBoro.

BucnoBku. JlocmimkenHs nutanHs GopM Ta iHCTPYMEHTIB y4acTi HEYPSIOBOTO CEKTOPY B
VYkpaiHi Ha cbOrofHi MOTpeOy€e HOBMX PO3LIMPEHUX NOCHTIHKEeHb. Pe3ynpTatu aHasizy HOpMAaTUBHHX
iHcTpymeHTiB B3aemoxii HYO Ta mepikaBu moka3yroTh, IO HasBHI CHOCOOM 3acTapiBaloTh 1 iM Ha
3MiHy MPUXOASTH iHIII, TaKi K BCTAHOBJICHHS MPSIMOTO MapTHEPCTBA, KaOiHETHA aIBOKAIlis, aApecHe
3anydeHHs paxoBux HYO no pobotu Haja mpobieMaMu MONITHKK Ta BHPOOJICHHS Kypcy Aild TOLIO.
Bce 1ie nae 3Mory roBOpHTH PO MOBUIBHY TpaHC(OpMAIlI0 CEKTOPY Ta HOro B3a€MOBIIHOCHH 13
JIEP’KAaBOI0, BTIM BaKIMBHMH IMHTAaHHSAMH CTAalOTh NpPaBHJa TaKoi CHIBIOpali Ta BUMIPIOBaHHS il
Pe3yJIbTATUBHOCTI.
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Abstract. Photos of extended objects are crucial for astronomers, as they contain enough detailed
information about the celestial bodies that it is quite difficult to extract visually. Most of the
information available for analyzing these objects begins with studying them with telescopes or
satellites. Unfortunately, the quality of astronomical images is usually very poor compared to other
real images, and this is due to the technical and physical features associated with the process of
obtaining them. This increases the percentage of noise and makes it more difficult to directly use
standard methods on the original image. Images taken from a satellite or telescope are almost always
grayscale, but still contain some color information. However, an astronomical image can be obtained
through a color filter. Different photodetectors also usually have different sensitivity to different
colors (wavelengths). In our paper, we will present a method for processing astronomical images,
using histogram processing, which can be successfully used to improve images, and post-processing.
Keywords: image, histogram, processing, function, pixel.

Vision is the most advanced of our senses, so it is not surprising that visual images play a
crucial role in human perception. However, unlike humans, who are able to perceive electromagnetic
radiation only in the visible range, machine image processing covers almost the entire electromagnetic
spectrum from gamma radiation to radio waves. Processed images can be generated by sources that are
unusual for a person to associate with the observed images. These are, for example, ultrasound images;
images obtained in electron microscopy or generated by a computer. Thus, digital image processing
covers a wide and diverse range of applications.

An image can be defined as a two-dimensional function f (x, y), where x and y are coordinates
in space (specifically, on a plane), and whose f value at any point given by a pair of coordinates (x, y)
is called the intensity or gray level of the image at that point. If the values x, y, and f take a finite
number of discrete values, then we are talking about a digital image. Digital image processing is the
processing of digital images using digital computers (computers). Note that a digital image consists of
a finite number of elements, each of which is located in a specific place and takes a certain value.
These elements are called image elements or pixels.

In the entire range from image processing to machine vision, there are no clear boundaries,
however, it is possible to distinguish between low-, medium-and high-level computerized processes.
Low-level processes only deal with primitive operations such as preprocessing to reduce noise,
increase contrast, or sharpen images. Low-level processes are characterized by the fact that there are
images at the input and output. Image processing at the middle level covers such tasks as segmentation
(dividing an image into areas or selecting objects on it), describing objects and compressing them into
a form convenient for computer processing, as well as classification (recognition) of individual
objects. Medium-level processes are characterized by images only at the input, while the output
receives features and attributes extracted from these images (for example, area boundaries, contour
lines, distinctive features of specific objects). Finally, high-level processing involves the
"comprehension" of a set of recognized objects, as is done in image analysis, and, to the limit, the
implementation of cognitive functions that are commonly associated with vision.

The processing of astronomical images has stages of digital preparation. An important aspect
is the registration of the image, which can be extremely simple, as in the case when the original image
is already presented in digital form. In general, the image registration stage involves some pre-
processing, such as scaling.
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Image enhancement is among the simplest and most impressive areas of digital image processing.
Essentially, the idea behind image enhancement techniques is to identify poorly discernible details, or
simply emphasize the characteristics of interest in the original image. A well-known example of an
improvement is to increase the contrast of an image, because the result is "it looks better". It is important to
keep in mind that quality improvement is a highly subjective area in image processing.

In image restoration, where the area is also associated with an increase in the visual quality of
the image, however, unlike the actual improvement, the criteria for which are subjective, image
restoration is objective in the sense that image restoration methods rely on mathematical or
probabilistic models of image distortion. In contrast, image enhancement is based on the subjective
preferences of human perception, which are related to what exactly is considered a "good"
improvement result.

For example, wavelets form the foundation for representing images with multiple degrees of
resolution at the same time. Compression, as the name implies, refers to methods of reducing the
amount of memory needed to store an image, or narrowing the channel bandwidth required to transmit
it. Although the technology of storage devices has been significantly improved over the past decade,
the same cannot be said for the bandwidth of communication lines.

Compression, as the name implies, refers to methods of reducing the amount of memory
required to store an image, or narrowing the bandwidth required to transmit it. Although the
technology of storage devices has been significantly improved over the past decade, the same cannot
be said for the bandwidth of communication lines.

Segmentation divides the image into its component parts or objects. In general, automatic
segmentation is one of the most difficult tasks of digital image processing. Unnecessarily detailed
segmentation leads the process of solving the image processing problem to a complex path, if you
need to identify objects individually. On the other hand, insufficiently detailed or erroneous
segmentation will almost inevitably lead to errors at the final stage of processing. In general, the more
accurate the segmentation, the more likely it is to succeed in recognition.

When applying these methods of image preparation and processing, it involves selecting a set
of elements that will not affect the initial representation of image formation. In this connection, several
aspects stand out. The first is geometric, where image formation can be viewed as a projection from 3-
D to 2-D space. The disappearance of one coordinate leads to a serious loss of information about the
geometry of the observed scene. However, our brain perceives the received information as three-
dimensional. The second aspect determines how "bright" the object is and how the brightness in the
image depends on the optical properties of the object and the imaging system. The third question is
what happens to an image when we represent it using an array of discrete numbers to be processed on
a computer. What interference to the image is caused by the processing processes.

The main goal of the improvement is to process the image in such a way that the result is more
suitable from the point of view of a particular application. The word concrete is important here
because it establishes from the very beginning that the methods discussed in this chapter are largely
problem-oriented. For example, a method that is very useful for improving X-ray images will not
necessarily be the best for processing images of Mars transmitted by a spacecraft. However, regardless
of the methods used, image enhancement is one of the most interesting and attractive areas of image
processing from the point of view of visual analysis.

Many approaches to image enhancement fall into two broad categories:

- methods of processing in the spatial domain (spatial methods)

— methods of processing in the frequency domain (frequency methods).

There is no general theory of image enhancement. When an image is processed, the visual
perception of the results is an indicator of how well a particular method is performing. Visual
assessment of image quality is a subjective process. When the goal is to process the image for further
processing by the computer, the estimation task is somewhat simpler. For example, in a character
recognition problem, the best method (leaving aside other issues such as computational requirements)
is the image processing method that gives more accurate recognition results. However, even in a
situation where the problem allows you to set clear quality criteria, it usually takes a certain number of
testing attempts until a specific approach to image improvement is selected.

Successful experience has shown the use for image processing the application of histogram
processing, which can be successfully used to improve images. In addition to getting useful statistics
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about the image, the information contained in the histogram is also very useful in other tasks, such as
image compression and segmentation. Histograms are quite simple for both software calculation and
hardware implementation, which makes them a convenient tool for real-time image processing.

A digital image histogram with brightness levels in the range /0, L-1] is called a discrete
function A(ry)=ni, where 1y is the k-th brightness level, and ry is the number of pixels in the image that
have the brightness of r«.

A common practice is to normalize a histogram by dividing each of its values by the total number
of pixels in the image, denoted by n. Thus, the values of the normalized histogram will be p (ri)=ni / n for
k=0,1,..., L-1. Generally speaking, p is an estimate of the probability of a pixel appearing with a brightness
value of 1. Note that the sum of all the values of the normalized histogram is equal to one.

However, note that the methods of histogram processing were global, where the construction
of the transformation function is based on the analysis of the brightness content of the entire image.
Although this global approach is suitable for improvement in general, there are cases where it is
necessary to improve the details by analyzing small areas of the image. This is due to the fact that the
number of pixels in such areas is small and cannot have a noticeable effect on the global histogram,
the shape of which does not necessarily correspond to the necessary local improvement.

The solution is to develop a conversion function based on the distribution of brightness (or
other characteristics) in the neighborhood of each image element. The methods of histogram
processing described earlier can be easily applied to local improvement. The procedure consists in
setting the shape of a square or rectangular neighborhood around the element to be processed and then
moving the center of this area from the sharpener to the point. For each new position of the
neighborhood, a histogram is calculated from the points included in it, and the function of converting
the equalization or reducing the histogram is found. Finally, this function is used to display the
brightness level of the central element of the neighborhood.

Then the center of the neighborhood is moved to the neighboring pixel and the procedure is
repeated. Since only one column or row of the neighborhood changes as you move from point to point, it
becomes possible to update the histogram obtained in the previous step by adding new data. This
approach has obvious advantages over calculating the histogram again for all points in the neighborhood,
with its offset by only one element. Another approach, sometimes used to reduce the number of
calculations, is to use disjoint areas, but this method usually leads to an undesirable chessboard effect.

Histograms have many applications in image processing. The first use, as also discussed
above, is image analysis. We can predict an image just by looking at its histogram. It's like looking at
an X-ray of a body bone.

The second use of the histogram is for brightness purposes. Histograms have a wide
application in image brightness. Not only by brightness, but also by histograms is used to adjust the
contrast of the image.

Another important use of the histogram is to align the image.

Last but not least, the histogram has a wide application in threshold values. This is mainly
used in computer vision.
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Abstract. The topics of implementing methods of information technology as one of the effective and
important methods are discussed for organizational and institutional management purposes.
Information technology allows a new knowledge to be discovered which is an important and effective
way for the management of organizational processes in order to maintain competitive edge.

In today’s competitive and globalization world, the main challenge for organizations remains to be
defining customer-oriented strategy where knowledge and its management is an important factor. Recently
active works is being conducted for establishing and developing effective models of knowledge
management where information technology plays an important role. Generally, information system is a
means of collecting and creating new knowledge existing between different individuals/structures using
information technology. It describes instruments of knowledge management that allows collaboration and
communication between parties involved in business processes. Knowledge management includes facts,
data and models of different types which exist in physical and electronic information depository.
Keywords: knowledge management, explicit knowledge, SECI model, knowledge assets, Bl model,
pyramid to wisdom & the DIKW.

Main part. Knowledge management is defined as a means of creating, collecting, sharing and
using static knowledge in business processes. There is also an opinion that knowledge management is
a process of obtaining information from competent people that is used in making decisions in
organizational processes. Despite differing views, both have something in common which is utilizing
knowledge existing in an organization to get competitive edge in the market. A constant flow of
knowledge in an organization, using modern technology and right methods of management are
constitute a checklist of things managers and investors prioritize.

In order to discover new knowledge, it must be constantly renewed. With the passage of time
knowledge does not increase on its own. Like money does not increase in amount without investing
and with time it loses its buying potential, so does knowledge as well. It needs constant sharing,
acquisition and exchange in order new knowledge to be created. The increase of tactical knowledge is
possible through its socialization. Knowledge has a life-cycle of four different phases. They are the
following: socialization, internalization, externalization, and unification [1].

Socialization is a face-to-face information sharing through discussion during which knowledge
is passed from one person to another. An additional benefit of this phase is an opportunity of viewing
knowledge from a different angle during interaction. Externalization phase implies verbalized sharing
of practical knowledge. This phase is considered the phase of creating knowledge and discovering new
processes. The medium for sharing practical knowledge can be words, conversation, writing, photos,
video or music which impossible to convey without using information technology. It is important for
explicit concepts to be systematized using physical and electronic means. Internalization means
teaching without words and conversation. In this case social values and ideas are conceived by
individuals as their own. Unification is a simple form when new knowledge is created by unification
of codified knowledge resources [2]. The four different phases are parts of one whole process which
represents a model of creation of knowledge.

Research methods. The most optimal method of knowledge management and sharing is its
automatic management and targeted sharing. This means that knowledge management system should
be able to manage different processes at different levels. Employees should have an opportunity to
fulfill their responsibility based on their successful experience. This in turn may cause new processes
in knowledge which will enable the employee to determine new parts of the processes or add new sub-
processes on their own. In development of work management system, organizational (institutional)
memory plays an important role.

Organization memory keeps information about organization products and services. This helps in
accumulating practical knowledge. The building of corporate memory is possible through nonstructural
methods which does not cost an organization much money. But this type of repository often contains
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unnecessary information. Therefore, it is necessary to filter data accumulated in information repository
often. Information engineers have a different approach who base the creation of corporative knowledge
system on expert systems. Replenishment of the information in in corporative memory should be done
using hypertexts. This means describing processes that take place at different levels in an organization. For
obtaining information about each process easily, hyperlinks connected to keywords will be used.
Knowledge engineers will be responsible for placing information in information repository. They will place
information relevant to solving a concrete problem and practical issues. When placing information in an
information repository it is necessary to determine the purposefulness and credibility of the information.
Explicit knowledge often masks real problems, which may hinder organizational processes. Thus, the
information contained in the database will be adapted to organization stakeholders. Rosner et all consider
knowledge engineering a source of motivation of replenishing organizational memory. Initially, it is
necessary to fill information about the product of an organization. They show how to create explicit
knowledge which will be integrated in new explicit knowledge in the future. This will develop tactical
knowledge. All of these will be integrated in documents and utilize needed time with purpose during the
execution of transactions in the organization in smart contacts [3] as well during the execution of different
operations. Obtaining information from an information repository should be quick. For this purpose, the
information should be described properly and be connected with hyperlinks. The information system
should be available to the management as well as to lower rank employees. Replenishing of the
institutional memory of an organization is not possible without having appropriate software support which
is based on three important factors; these are: IT infrastructure which executes database management,
document management and support of business processes. These factors constitute corporate memory
architecture which lays the foundation for the development of artificial intelligence.

One of very important issues in the knowledge management are process-oriented models of
different structure and type. Utilizing these, users have an opportunity to use recommendations and
experience oriented on valid and qualified knowledge which are adapted to different strategy. The
given models integrate knowledge obtained from different sources, which creates a united space of
business decision management in real time from where business processes are managed considering
appropriate skills, technology and experience [4].

Knowledge management models assist organizations in properly defining their work strategy to be
adapted to outer factors and take account of client requirements in full. In order to purposefully utilize
knowledge resources, it is important for a company to consider models of different types and adjust to an
appropriate model corresponding to the specifics of the company. At first stage, to choose an effective
model of knowledge management, it is necessary to determine what we know, how we know, why we
know, who knows, when and from where he/she knows. After finding answers to these questions, we start
determining an effective model of knowledge management. Let’s consider a few models that help users to
make an effective and optimal decision during the management of business processes.

SECI model of knowledge management (Solar Energy Corporation of Indiaolar Energy
Corporation of India) is a model of knowledge creation process which ensures the formation of an
effective system of knowledge management process and Knowledge Assets (the specific resources of
a company that contributes to creating a valuable firm. For knowledge creation it consists of input,
output and moderation factors). All three elements of Knowledge Assets are connected with other
additional organic and dynamic elements. This model represents a spiral of knowledge creation which
is connected to explicit and tactical knowledge (fig. 1) [6].

Fig. 1.
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Tactical knowledge is mainly dependent of person’s emotional and sensory experience and
actions. The extent of personality is formalized in tactical knowledge.

Explicit knowledge encompasses knowledge encoding and encodes knowledge. This kind of
knowledge is expressed numerically and verbally. This type of knowledge forms similar to scientific
knowledge.

Conceptual model of SECI (Southeast European Cooperative Initiative) knowledge
encompasses the process of creating four types of knowledge. They are: socialization, which is
focused on interaction of tactical knowledge where the collection of knowledge is done through
interaction, observation and analysis; externalization, which ensures the development of tactical
knowledge where prototypes are created by unifying different elements of explicit knowledge;
internalization, which uses tactical knowledge for the creation of explicit knowledge. These boost the
generation of innovative ideas [2].

Knowledge life cycle or organizational knowledge encompasses the results of knowledge
production. Knowledge production is carried out using knowledge life cycle model which is a
comparatively new model. This model implies knowledge creation that has a structure similar to
business management. Stimulation of innovative ideas is dependent of knowledge life cycle. The
formation of organizational knowledge has several phases which are shown of fig. 2:

Knowledge production

Knowledge integration

Knowledge provision

Organizational knowledge

Knowledge structure formation

Fig.2.

Knowledge production. Knowledge production is influenced by factors such as group or
individual knowledge. Before sharing knowledge, it is important to assess the validity of the
information and specifics of organizational knowledge. Knowledge production is possible through
processing knowledge inside organization as well as using knowledge from outside sources.

For knowledge integration it is necessary to integrate knowledge obtained through
organizational knowledge production. This method involves the development of email, search
instruments, methods of teaching and sharing within an organization. Organizational documents are
actively used in this process. It is possible to introduce this model electronically as well as non-
electronically. Its users are the employees of an organization.

The Capability Maturity Model describes five evolutionary steps which governs organizational
processes. Initially this model was created for the development of software programs for the
organization. It was used in military studies. It consists of five levels and each level is oriented
towards the development of organizational processes (fig.3) [6].

The first level is chaotic, does not contain written-out processes and is not adapted to the
environment;

At the second level processes repeat in order to define corrected results after implementing
concrete processes;

At the third level all processes are documented. There are defined, standardized and integrated
processes;

At the fourth level, the processes are managed according to pre-determined data. The
management is conducted through processes identified and adapted to particular projects. The
development of management processes takes place at this level.

At the fifth level the development of effective process of organization management continues.
Here the piloting of new ideas and technologies take place by using feedback. The management of
organizational processes happens using this model, which helps in managing the knowledge acquired
in real time. In the future, it will contribute to optimizing new ideas and technologies [7].
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Fig.3.

The aim of Business Intelligence Model is information management system to make business
decisions to enable knowledge management. Proper handling of business processes requires having
corresponding skills, technologies and experience. Business intelligence (BI) supports the kind of
system that helps the company to quickly make a decision. Using this system an organization will be
able to develop a new business initiative adapted to customer requirements and needs in real time
analyzing real data. BI includes system monitoring, information collection, reporting, analysis and
production. It utilizes different strategies in the process of organizational management. This model can
be introduced in organizations with different strategy.

BI includes: creation of system for organizational departments to work as a united team to
fulfill the main vision of the organization; using high quality technologies for data management, and
using different forms for organization departments working together for the purpose of business
development (fig. 4).

Fig 4.

Johari Window model helps individuals and organizations to increase and develop knowledge
on their own. It allows for making changes in working groups according to business context. It uses
corporative parameters for corporative assignments. Communication between business participants is
vitally important component for the success of an organization. Every manager and leader should
create an environment where employees trust each other and mutually share information. Johari
Window is an information processing model which can represent two matrices in two individuals. This
model implies interaction between two sources of information which work for themselves and for each
other. Both matrices are an interpersonal space which corresponds to the elements of information
processing process characteristic of each region. Fig. 5 shows a characteristic structure of
aforementioned model.
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Fig.5.

Arena square is a space where information is shared both ways. In this space, an individual
works for himself. To increase his productivity, he works with other co-workers and receives
information about their knowledge and experience, then uses it for personal knowledge and experience
development. The more participants in this space the better the result [7].

Blindspot — this square shows information which can be unknown for certain people but is a
common knowledge for other employees. This is explicit knowledge which is unknown for individuals
with implicit knowledge;

Facade — square represents the knowledge of such information that is accessible only for
certain employees and is inaccessible for other persons. This is company’s confidential information;

Unknown square contains unlimited information. It takes part in the formation of the three
frames, which is actively used in the management of input chain [8].

Johari Window summary: public information is available to all parties; personal information
is accessible only to certain clients but it is inaccessible to design group; blind information is only
accessible to design group; as for unknown information, it is not accessible to any party.

Pyramid to Wisdom & the DIKW (Data, Information, Knowladge, Wisdom) Model:
Depending on different requirements, information may be formed differently. The presentation of
information may depend on the type of question like What? How? Where? When? Pyramid Model is
based on ultimate knowledge management model such as DIKW (data, information, knowledge,
wisdom). Companies as famous as for example BMC use software based on practice-based system
model. Fig. 6 shows the structure of the model [9].

Fig. 6. DIKW model

DIKW model uses data, knowledge, information and wisdom models for making
organizational decisions.

Conclusions. The movement and proper management of knowledge enables an organization
to maintain balance of intellectual capital in the form of non-material assets. Non-material assets are
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the competence of employees, internal structure of an organization, patents, own models,
concepts/processes, administration system, IT infrastructure, outer structure of an organization, good
relations with clients and suppliers, brand, trademarks and reputation. In knowledge management,
using of information technology plays an important role as it allows the companies to acquire the
desired knowledge and share it with purpose in automatically managed schedule. Considering
everything discussed, companies develop methodology of knowledge audit which guarantees
intellectual balance being published for everyone which contributes to transparency and determining
reliability criteria for partnership. The presented knowledge management models help organizations
correctly define their working strategy and plan busines processes and be adapted to external factors
where customer requirements will be taken into account in full.

PN
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